
COMPANY PROFILE

Securing Every
Layer of Your
Digital Footprint

Identify
Assessments, reviews and testing
across your systems.

Understand
Technical findings connected to
business risk.

Reduce
Prioritised remediation and
follow-up verification.

ABOUT US

Who we are
Armorred Edge Limited is a cybersecurity and
technology company registered in Uganda. We help
organisations identify, understand and reduce security
risks through practical assessments, Microsoft 365
management, security engineering and ongoing
operational support.

COMPANY

Armorred Edge Limited

BASED IN

Kampala, Uganda

We safeguard critical business systems and processes, strengthen security controls, detect
threats early and neutralise cyber risk.
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OUR SERVICES / 01

Assess. Protect. Operate.
Targeted reviews and operational support to strengthen controls and improve visibility across
your environment.
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01

Identity & access security
Assessment of identity governance, access
controls and privileged access management
across enterprise environments. Reviews cover
least privilege, role-based access, segregation
of duties, authentication controls and access
lifecycle management to identify excessive
permissions and strengthen accountability.

02

SOC operations
Security monitoring, alert triage, threat
detection, investigation and incident response
support. Review log collection, detection rules,
monitoring coverage and retention.

03

Managed security services
Ongoing security monitoring, Microsoft 365
tenant administration, vulnerability
management, security platform operations,
incident response support and periodic
reporting, tailored to your environment.

04

Security tools management
Configuration, administration, tuning and
maintenance of firewalls, WAFs, SIEM, endpoint
protection, database activity monitoring and
vulnerability scanners.

05

Vulnerability assessment &
management
Identify, validate and prioritise vulnerabilities
across infrastructure and applications. Receive
remediation guidance, corrective action
tracking and follow-up verification.

06

Penetration testing
Authorised testing of applications, APIs,
networks and infrastructure to identify
exploitable weaknesses and business impact,
with evidence and remediation
recommendations.



OUR SERVICES / 02

Strengthen your foundation.
Practical improvements to security configurations, governance and incident preparedness.
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07 Security posture assessments & hardening

Review security configurations and controls across networks, servers, endpoints,
applications and cloud environments. Develop prioritised improvements based on risk and
business needs.

08 ISO/IEC 27001 readiness & implementation support

Gap assessments, risk assessments, policy development and support for implementing an
information security management system, including processes, controls and certification
readiness evidence.

09 Incident response support

Investigate incidents, analyse available evidence, contain threats and develop recovery
recommendations. Post-incident reviews address underlying weaknesses and improve
preparedness.

HOW WE WORK

Clear scope. Practical outcomes.

01 / Scope
Agree systems, activities, responsibilities, timelines
and deliverables.

02 / Deliver
Perform the agreed assessment or implementation
and document evidence.

03 / Report
Explain findings, business implications and prioritised
recommendations.

04 / Follow up
Support remediation and verify improvements where
included in scope.



ENTERPRISE SERVICES / MICROSOFT 365

Manage. Secure. Optimise.
Microsoft 365 administration, security and governance for enterprise environments, including
E5 capabilities where licensed and in scope.
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01

Tenant & collaboration
management
Tenant configuration, user and licence
administration, Exchange Online, Teams,
SharePoint and OneDrive settings. Govern
external sharing, service changes and
administrative access.

02

Identity & privileged access
Microsoft Entra ID, Conditional Access, MFA,
privileged role governance, access reviews and
identity risk controls. Apply least privilege and
Zero Trust access principles.

03

Endpoint & device security
Microsoft Intune policy administration, device
compliance, configuration baselines and
endpoint protection alignment. Strengthen
managed-device access and reduce
configuration drift.

04

Threat detection & response
Microsoft Defender XDR operations across
licensed workloads, alert triage, investigation
and response coordination. Review audit and
sign-in activity to improve detection and
visibility.

05

Data protection & compliance
Microsoft Purview information protection,
sensitivity labels, data loss prevention,
retention, audit and eDiscovery configuration,
aligned to business and regulatory
requirements.

06

Posture & operational
governance
Secure Score review, configuration
improvement plans, change control, service
health review, incident escalation and periodic
reporting on access, exposure and
remediation.

Delivery starts with a tenant and licence review. We agree administrative boundaries, priorities and reporting;
features depend on the subscriptions held and the agreed service scope.



OUR CONSULTANTS / 01

Enterprise security expertise.
Security engineering and operational experience across regulated financial and research
environments.
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Solomon Namwanja
LEAD CONSULTANT

Solomon is a cybersecurity specialist with experience securing banking and research
environments through enterprise security engineering, threat detection, identity and access
governance, vulnerability management and incident response. He translates technical findings
into prioritised actions with system owners and business stakeholders.

ENTERPRISE SECURITY CAPABILITIES

Security architecture & control engineering
Microsoft 365 and Entra ID security, segmentation, firewall/WAF controls, IAM/PAM and cloud hardening,
guided by Zero Trust, ZTNA, least privilege and defence in depth.

Detection engineering & incident response
Microsoft Sentinel, Defender and SIEM tuning, EDR/XDR operations, SOC automation and incident response
to protect confidentiality, integrity and availability.

Exposure management & application security
Vulnerability assessments, penetration testing and risk-based remediation, integrating threat modelling, AI
security and security reviews across the secure development lifecycle (SSDLC).

CREDENTIALS

Certified Information Systems Security Professional
(CISSP)

Offensive Security Certified Professional (OSCP) /
OSCP+

OffSec Wireless Professional (OSWP)

eCIR - Certified Incident Responder

ISO/IEC 27001:2022 Lead Implementer

Fortinet Certified Associate in Cybersecurity

Certified Cloud Security Practitioner - AWS
(CCSP-AWS)

Microsoft Security Operations Analyst Associate
(SC-200)

Microsoft Azure Fundamentals (AZ-900)

Microsoft Security, Compliance, and Identity
Fundamentals (SC-900)

Palo Alto Networks Firewall Essentials - EDU-210
(training)

Confidentiality. Integrity. Availability. Security at every layer.



OUR CONSULTANTS / 02

Leadership & assurance.
Senior expertise in security governance, architecture and operational improvement.
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Abel Sekibaala
LEAD CONSULTANT

Abel is a cybersecurity leader with over eleven years of progressive experience across IT
engineering and regulated financial services. His background spans enterprise security
architecture, security operations, governance, risk and compliance.

RELEVANT EXPERIENCE

Security operations & engineering
Banking SOC and enterprise security platform delivery, including Microsoft Sentinel and Defender, with
defence in depth and resilience to protect confidentiality, integrity and availability.

Identity & privileged access
CyberArk PAM, access reviews, MFA, Cisco ISE and hybrid identity, supported by Zero Trust and ZTNA
principles, least privilege and verified, context-aware access.

Governance & assurance
ISO/IEC 27001 and PCI DSS readiness, risk reporting, incident response and recovery exercises,
incorporating AI security, threat modelling and the secure development lifecycle (SSDLC).

EDUCATION

MSc in Information Systems - Cybersecurity
Concentration
Uganda Martyrs University

Bachelor of Information Technology
Multitech Business School

SELECTED CREDENTIALS

Certified Information Systems Security Professional
(CISSP)
Lead Cyber Security Manager
Certified SAFe 6 Agilist
Cisco Certified CyberOps Associate
Cisco Certified Specialist - Enterprise
Cisco Certified Network Associate (CCNA)

DISCUSS YOUR SECURITY NEEDS

solomonnamwanja124@gmail.com Tel: +256784470070 / +256757507307

mailto:solomonnamwanja124@gmail.com

